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.KAMALA D. HARRIS State ofCalifornia 
-Attorney General _ DEPARTMENT OF JUSTICE 

CALIFORNIA LAW ENFORCEMENT TELECOMMUNICATIONS SYSTEM 
Valerie Fercho-Tillery, Executive Secretary 

P.O. Box 903387 
Sacramento, CA 94203-3870 

Telephone: 	 (916) 227-3863 
FAX: (916) 227-0696 

May23, 2011 

Leroy Baca, Sheriff 
Los Angeles County Sheriffs Department 
4700 Ramona Boulevard 
Monterey Park, CA 91754-2169 

RE: Implementation Plan for Upgrade to Mobile Digital Computers 

Dear Sheriff Baca: 

At the April28, 2011 California Law Enforcement Telecommunications 
System (CLETS) Advisory Committee (CAC) meeting, your April27, 2011 
non-compliance letter was presented to the CAC members. The letter stated 
that 1) two microwave circuits between the Sheriff stations and the Sheriffs 
Communication Center have been successfully encrypted and 2) you will 
begin replacing your mobile data terminals (MDTs) with mobile digital 
computers (MDCs) beginning June 2011. 

The CAC is aware that your non-compliance issues have been long 
standing and, once again, would like to acknowledge and commend your 
efforts to replace more than 2,300 MDTs with MDCs, especially during these 
tough fiscal times. The CAC has requested your agency provide an 
anticipated completion date for replacing the MDTs and disconnecting your 
microwave circuits. Please provide this date and your next update to me no 
later than August 16,2011 for presentation at the next CAC meeting 
scheduled on August 31, 2011. 

Your April 27th letter also stated the intention ofyour department to 

comply with the August 2001 version of the CLETS Policies, Practices and 

Procedures (PPP). The most recent version of the PPP is dated March 2010. 

Agencies are required to comply with the most recent version. A copy of the 

PPP can be downloaded from the California Law Enforcement Web at 

http://clew.doj.ca.gov/ or by contacting the CLETS Administration Section at 

CAS@doj.ca.gov and a copy will be electronically sent to you. 


CLETS 
ADVISORY 
COMMITTEE 

Vacant 
Deparonentof]ustice 

Sam Spiegel 
CA Peace Officers' Association 
Vice Chair 

Fran Delach 
League ofCalifornia Cities 

Gary Grbotveld 
Deparonent ofGeneral 
Services 

Reginald Chappelle 
California Highway Patrol 

Scott Marshall 
CA State Sheriffs' Association 

Larry Spikes 
CA State Association of 
Counties 

Lisa Solomon 
CA Police Chiefs Association 

Steve Westerman 
Deparonent ofMotor Vehicles 

George Anderson 
CA Peace Officers'Association 

mailto:CAS@doj.ca.gov
http:http://clew.doj.ca.gov


May 23,2011 
Page2 

Should you have any questions, please contact me at (916) 227-3863 or Teresa Mora at 
(916) 227-3675. 

S~incerely, 	 _ 

' 	 I) ] I •~· \_ic.1cb -J~ 
Valerie F ercho-Tillery, Executive Secre_far.f 
CLETS Advisory Committee ·._/ 

For 	 KAMALA D. HARRIS 
Attorney General 

cc: 	 Captain Scott Edson 
Communications and Fleet Management Bureau 
Los Angeles County Sheriffs Department 

Nihal Kuruppu, Agency CLETS Coordinator 

Data Systems Bureau 

Los Angeles County Sheriffs Department 
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County ofLos Angeles 
Sheriff's Department Headquarters 

~700 Ramona Boulevard 

Monterey Park> Califor~ia 91754-2169 
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August 16, 2011 

Kamala D. Harris, Attorney General 

C/O Valeria Fercho-Tillery, Executive Secretary 

California Law Enforcement Telecommunications Systems (CLETS) 

Post Office Box 903417 

Sacramento, California 94203-4170 


Dear Mr. Harris: 

I am submitting this letter as an August 2011 update to the Los Angeles County Sheriffs 
Department plan to comply with CLETS security policies and procedures dated A'-:JQLJst 
2QQ1. As we previously advised, implementation of a Mobile Data Computer System by 
the Communications and Fleet Management Bureau (CFMB) is required in order to 
comply with CLETS security policies and mandated encryption. Two areas that are 
affected by this policy are the County Microwave System and the Sheriffs Mobile Digital 
Communications System (MDCS). 

Countv Microwave System: 

The MDCS transmits data from the Sheriffs Communications Sheriff (SCC) to Sheriff's 
stations utilizing the Los Angeles County microwave system, which is administered and 
maintained by the Los.Angeles County Internal Services Department (ISO). The 
Sheriff's Communications and Fleet Management Bureau (CFMB) has been working 
with lSD microwave engineers in encrypting the microwave system. To date, two 
microwave circuits between sheriff stations and the sec have been successfully 
encrypted. 

Sheriffs Mobile Digital Communications System: 

We currently have 2,355 Mobile Data Terminals (MDTs} which access CLETS using the 
Department's private data radio infrastructure and proprietary protocol based on a 6-bit 
character encoding. This eliminates casual monitoring of the MDT radio channels by 
unauthorized listeners. Due to antiquated hardware, encryption at the MDT level is not 
possible. 
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Kamala 0. Harris -2~ August 16, 2011 
Attorney General 

Compliance Plan 

Last year the Department entered into a contract agreement with the Raytheon 
Corporation to replace all MOTs with new MDCs. The MDT replacement project is now 
fully underway and the first new MDCs are being deployed at the Industry Sheriff's 
Station on August 16, 2011. From that point forward, we projeg.L24-r:nonths to replace 
all existin~are and train over 7,000 end users, until all MDTs have been replaced. 

This project will replace all the unencrypted MOTs with MDCs s1.,1pported by a cellular 
network. The MDCs, with cellular network connectivity, will meet CLETS encryption 
requirements using Netmotion software. This new MDC project will resolve both 
compliance issues above, since the Sheriff's Data Network will be used instead of 
microwave circuits. Our formal plan for this project will follow the upgrade application 
previously submitted and approved by you over two years ago. 

Please let me know if you require additional information regarding these issues. I can 
be reached at (323) 881-8001. 

Sincerely, 

LEROY D..BACA, SHERIFF 
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CALIFORNIA LAW ENFORCEMENTTELECO:tvllvfUNICATIONS SYSTEM 
Valerie Fercho-Tillery, Executive Secretary 

P.O. Box 903387 
Sacramento, CA 94203-3870 

Telephone: 	 (916) 227-3863 
FAX: (916) 227-0696 

August 29, 2011 

Leroy Baca, Sheriff 
Los Angeles County Sheriffs Department 
4 700 Ramona Boulevard 
Monterey Park, CA 91754-2169 

RE: Implementation Plan for Upgrade to Mobile Digital Computers 

Dear Sheriff Baca: 

TheDepartment of Justice is in receipt of your agency's August 16, 
2011 non-compliance update letter. A copy of the letter is attached for your 
convemence. 

Also attached is a copy of the CLETS Advisory Committee (CAC) 
letter dated May 23, 2011 that specifically requests an anticipated completion 
date of your project and an acknowledgement that your agency is complying 
with the current CLETS Policies, Practices andProcedures (PPP) and not the 
2001 version of the PPP, as previously stated in your letter. Neither of these 
requests were addressed in your August 16th letter. 

The CAC meeting was postponed until October 5, 2011. Please provide 
another update that specifically states the anticipated date of completion for 
your project and acknowledges your agency is complying with the current 
PPP no later than September 21, 2011. Please be aware that if the update does 
not address the requested issues or is not received by September 21st, you will 
be asked to appear in person at the October 5th CAC meeting to address these 
issues. 
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Should you have any questions, please contact me at (916) 227-3863 or Teresa Mora at 
(916) 227-3675. 

Sincerely, 	 · 

~~JJAdo~ 
Valerie Fercho-Tillery, Executive Secretary 
CLETS Advisory Committee 

For 	 KAMALA D. HARRIS 
Attorney. General 

cc: 	 Captain Scott Edson 
Communications and Fleet Management Bureau 
Los Angeles County Sheriffs Department 

Nihal Kuruppu, Agency CLETS Coordinator 

Data Systems Bureau · 

Los Angeles County SheriffsDepartment 




County of Los Angeles 
Sheriff's Department Headquarters 

4700 Rttm01Ul Boulevttrd 

Morlterey Pmk, Cnlifomiil 91754-2169 


September 19, 2011 

Kamala D. Harris, Attorney General 
C/0 Valeria Fercho-Tillery, CLETS Executive Secretary 
California Law Enforcement Telecommunications Systems (CLETS) 
Post Office Box 903417 
Sacramento, California 94203-4170 

Dear Ms. Harris: 

I am submitting this letter as a September 2011 update to the Los Angeles County 
Sheriffs Department plan to comply with CLETS security policies and procedures. This 
is a follow up to clarify two questions about the last update, dated August 16, 2011 . 

The Sheriffs Department is complying with current CLETS Policies, Practices and 
Procedures (PPP). However, there may be some remaining concern about MDT 
microwave encryption. Two sites are encrypted while others may not be fully compliant. 
The MOT's and microwave system are currently being phased out now. · 

The new Sheriff's Mobile Digital Communications System (MDCS), properly encrypted 
on modern cellular networks, is being upgraded at approximately 125 new MDC's per 
month, rep lacing antiquated MDT (microwave-based) technology. Once completed, all 
Department MDC's will then be fully compliant; full compliance is anticipated by or 
before July of 2013. 

Although the full compliance date is later than originally projected, there were 
unforeseen delays in fulfilling the order of MDC's by the vendor due to procurement 
issues, encryption software issues that had to be overcome and the 
earthquakefTsunami in Japan which delayed our delivery of computer equipment from 
Panasonic. 
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Please let me know if you require additional information regarding these issues. I can 
be reached at (323) 881-8001 . 

Sincerely, 

Ms. Harris -2- September 19, 2011 

Scott D. Edson. Captain 
Communications and Fleet 
Management Bureau 




